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Abstract of the contribution: This paper discusses several aspects related to recent LSs from SA3 and characteristics of the solutions presented in the iFire TR (33.830 v 0.2.1).  Some recommendations as to architecture and other impacts for consideration for SA2 handling and work planning are also provided.
iFire/SMURFs background
In Release 11, the iFire study to enable IMS signalling and media to traverse firewalls and/or PCEF that prevent IMS traffic from flowing from IMS UE was started.  In Release 12, a similar work item to enable firewall/PCEF traversal that prevent traffic from 3GPP UE over non-3GPP access networks from reaching EPS.  SA3 #69 agreed to merge the study (TR 33.830) to cover both IMS firewall traversal and SMURFs.

TR 33.830 (v 0.2.1) was recently attached to SA3 LS xxxxx which was postponed for handling until SA2#95.

Relationship Between iFire & SMURFs

The high level coverage and overlap of the two studies is shown in the figure below (taken from the TR):
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Figure 1: iFIRE and SMURF overview and Overlap

While an iFIRE solution may or may not fulfill the SMURF requirements, a solution fulfilling the SMURF requirements also fulfills the iFIRE requirements (at least for 3GPP UEs).

The possible outcomes from the iFIRE/SMURF work items are:

· iFIRE and SMURF are specified independently and therefore overlap when it comes to IMS services for 3GPP UEs.

· The SMURF solution is used by 3GPP UEs to access all services (both IMS and non-IMS). iFIRE is focused to solve the firewall traversal problem for fixed IMS UEs accessing IMS services.

Brief TR 33.830 (v 0.2.1) Summary

The TR contains two main solution classes to the IMS firewall traversal problem.  The most restrictive case identified in the study requires traffic to appear as HTTP/HTTPS traffic over TCP.
· IP tunnelling based approaches (eSEG, TSCF) that tunnel IP packets between a UE and IMS core.  eSEG is based on transport of IKE/IPSec over a packetization layer over TCP.  TSCF is based on TLS to support TSCF control functions (such as IP address allocation) and carriage of tunnelled media or SIP control plane traffic over a single TCP/TLS tunnel. 

eSEG Approach
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TSCF Approach
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· Other approaches which individually tunnel signalling and media.  SIP over TLS/TCP and media streams over TCP, perhaps multiple per RTP session may be required.
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As a common aspect of all solutions, all solutions attempt use of existing NAT traversal mechanisms before using restrictive firewall traversal mechanisms.  
Operation and co-existence with existing IMS firewall traversal mechanisms and EPS/PS access mechanisms is not prevented (e.g., PS/EPS access over 3GPP WLAN IP access, untrusted S2b/S2c access, and trusted S2a/S2c access).  Gi/SGi obviously provides an adequate transport for the IMS Gm interface, and the possibility of policy integration with EPS/PS policy and QoS mechanisms.  Obviously considering 3GPP access, IMS access is provided through Gi/SGi interfaces.  Note that considering 3GPP UE non-3GPP access would typically be via WLAN.
TR Comments/Observations

Note this is not an exhaustive list but a select list of observations.  One may find additional areas to investigate considering single vs. dual radio use for WLAN & 3GPP radio, interactions with MAPCON, OPIIS, and IFOM, and others.
Why not modify ePDG?
We view it is undesirable for 3GPP UE mobile device to create new IP tunnelling mechanisms while such exist with untrusted access (ePDG) or earlier forms such as PDG.  Both eSEG and TSCF are IP tunnelling based mechanisms. The TR does not detail options for enhancing ePDG functionality.  
Many ePDG procedures are reliant on IKE and/or inherit from IKE for key functionality such as:
· APN selection, including default as well as service APNs
· UE and network based mobility selection through parameters exchanged during EAP-AKA (See 24.302).
· UE MIP and local address allocation when S2c is used 
· Handover between 3GPP and WLAN access that preserve UE IP address(s) (e.g., attach with handover procedures as detailed in 23.402).  (See Handover & Mobility for further comment)
· Local WLAN mobility (as supported by MOBIKE in 23.402 ePDG procedures). This minimizes tunnel re-establishment time and preserves the UE’s tunnelled IP address upon a change in the UE’s local IP address in WLAN.
ePDG (untrusted S2b access) has other key properties such as:
· Integration with UE local or device management policy, ANDSF and/or possibly 802.11 AQNP procedures to select the “best” WLAN (see WLAN Selection for further comment)
· Support of multiple APN/PDN connections and preservation of such on handover
· Preservation dedicated bearer information (QoS) upon handover
· Selection of ePDG under roaming conditions, particularly in the visited network

· Emergency EPS attachment procedures in support of IMS emergency call
Whether such could be supported by eSEG or TSCF proposals would require further analysis.  Perhaps a simpler approach is to update the ePDG and UE with a modified or new tunnelling transport or protocol.
WLAN Selection
Noting that the forms of restrictive firewall traversal detailed in the TR are “methods of last resort” and preferable to avoid.   It merits consideration that the WLAN selection might consider whether the policies are restrictive or permissive in addition to other policies and direct 3GPP UE to select WLAN(s) with permissive properties as may be per UE local policy, UE managed policy, ANDSF assisted, and/or via dynamic discovery through 802.11AQNP procedures.  Note this extends across all types of WLAN selection, whether trusted, untrusted, those supporting S2a,b,c, and/or NSWO or WLAN direct both on initial selection if access starts in WLAN and as well under handover conditions. 

Handover & Mobility
ePDG optionally support handover between 3GPP and non-3GPP access (e.g., WLAN) in support of packet switched services, and preserve the UE’s IP address as was before the handover.  Such obviates the need for 3GPP UE IMS session continuity procedures for all-IP IMS sessions under PS handover.  

Pending the outcome of SaMOG, handover may be supported for trusted access with S2a as well.
Note that IMS session continuity may still be of benefit considering the case of RCS with voice over CS and SIP signalling and/or multimedia over PS. CSFB procedures may also be impacted for cases of handover from VoLTE to 3GPP coverage and available WLAN coverage.  There are many combinations possible considering operation of IMS signalling over 3GPP access and/or WLAN access, IMS media over 3GPP access and/or WLAN access, overlapping vs. non-overlapping 3GPP and WLAN coverage, whether handover can be supported between 3GPP access and non-3GPP WLAN access and so forth.  An exhaustive analysis of the mobility scenarios would be of benefit to determine what procedures should be invoked.
Recommendations
The TR is currently “light” on requirements regarding SMURFs, particularly in terms of the PS/EPS service considering SA3#69 expanded the study to include SMURF.  Considering the potential for a single solution by addressing PS/EPS access through restrictive firewalls (which also supports IMS via Gm transport over SGi/Gi, we view more study is merited to address ePDG as well as other WLAN access methods (such as trusted) and their properties (handover support, local mobility support within the WLAN).
Enhancing WLAN selection to include information such as whether a restrictive or permissive policy exists would be a common benefit.  iFire/SMURFs firewall traversal procedures are less optimal than regular network access procedures and introduce some negative properties (e.g., media delay under packet loss for RTP over TCP in all solutions in the TR and  head of line blocking issues for multiplexing media and signalling over the same TCP socket for both IP tunnelling solutions).
It should be noted though that some areas regarding WLAN are undergoing changes in Rel 12, such as WLAN_NS, SaMOG, and technical improvements/corrective changes to 23.402 spanning trusted and untrusted non-3GPP access including WLAN.

IMS service continuity merits further study.  Handover assuming IP address preservation for trusted and untrusted non-3GPP WLAN access can alleviate the need for service continuity in some cases.  Mobility procedures though should not rely on handover as it may not be supported by all UEs or EPC elements, but both require study to determine the appropriate mobility procedures/session continuity procedures to invoke.
A few joint sessions are merited between SA2 and SA3 devoted to iFire/SMURFs to review and approve changes to specs under SA2 control should this work be prioritized in Release 12.  The November 2013 mega meeting appears to be the first joint meeting available.  Another approach may be to bring CRs to affected SA2 specifications to SA2 versus handing over change control to SA3, but this must be also weighed against the overall Release 12 work prioritization.
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